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User interactionSend user to HiDrive Approval/denial handling Token handling

login

Forward to …/oauth2/authorize

client_id = <...>

response_type = token

[scope = [(user|admin|owner)][,(ro|rw)]]

[state = <...>]

[redirect_uri = <...>]

valid request
no

yes

Tell App to use HiDrive enter login data

Forward to <redirect_uri>

error = <...>

error_description = <...>

handle error

valid login

no

Show HiDrive Login Show auth page

yes

select approved scope
(user, admin, owner) or deny access

switch user option

access granted
no

Forward to <redirect_uri>

error = access_denied

error_description = <...>

Forward to <redirect_uri>

access_token = <...>

token_type = Bearer

yes

expires_in = <...>

handle error

[scope = <...>] 
(only if different than requested)

[state = <...>] (if requested)

[state = <...>] (if requested)

[state = <...>] (if requested)

Validate Request Data Validate Login Data Validate Approval

Generate AccessToken

single action

Key

Process Start-/Endpoint

(separate) Sub-Process

plain decision

Bowser-Action

parameters/data

optional parameters/data

HTML-Page

cache access_token use API

session cache

store

[lang = (de,en)]
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